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Does Seeking Cell Site Location Information
Require a Search Warrant?
The Current State of the Law in a Rapidly Changing Field
In 2015, a divided panel of the Fourth Circuit ruled in United States v. Graham that the collection of cell site location
information (CSLI) without a search warrant was an unreasonable intrusion under the Fourth Amendment. 1 With
Graham, the Fourth Circuit split from all of the other circuits to have decided this question. Earlier this year,
however, on May 31, 2016, an en banc Fourth Circuit reversed course, holding contrary to the original Fourth Circuit
decision in United States v. Graham that a warrant is not required for CSLI.2
With the new en banc decision the Fourth Circuit now falls in line with rulings from the Third, Fifth, Sixth and
Eleventh Circuits. Similarly, most rulings at the District Court level in the remaining circuits have rendered
comparable decisions, providing some clarity to how government practitioners can use CSLI in their investigations,
without worrying that the evidence will be later suppressed.
This paper analyzes the current state of the law on the use of CSLI, focusing on the facts and Fourth Amendment
arguments of the Graham opinions and the relevant cases in other jurisdictions. It also details potential implications
for other services that obtain metadata similar to CSLI.

In Brief:
An en banc Fourth Circuit resolved the circuit split about whether a legal expectation of privacy
applies to CSLI. The decision brings the Fourth Circuit in line with the Third, Fifth, Sixth, and
Eleventh Circuits.
Third, Fourth, Fifth, Sixth, and Eleventh Circuits:
 Fourth Amendment protections do not apply
 Investigators may obtain CSLI without a warrant
First, Second, Seventh, Eighth, Ninth, Tenth, and DC Circuits:
 No ruling by the circuit courts
 Some district court judges within each of these circuits have endorsed warrantless
acquisition of CSLI; in the Second and Ninth Circuits, some district judges have ruled the
other way.
 Investigators may obtain CSLI without a warrant, but legality has not yet been established
at the circuit level

1

What is historical cell site data?
Whenever an individual uses a cell phone, the phone connects with cell sites or “base stations,” which send
communications to and receive communications from the cell phone.3 When a call or a text message is placed or
received by a phone, that phone connects to the cell site with the strongest signal available, typically the nearest cell
site.4 If the phone physically moves through a particular coverage area, the cell phone may connect to different cell
sites as it moves.5 A service provider automatically retains a record of which cell site the cell phone was connecting
to at any given time, thereby allowing investigators to “approximate the whereabouts of the cell phone at the
particular points in the time in which transmissions are made.”6

Background: United States v. Graham
In the Graham case, cell site location data was used in the prosecutions of defendants Aaron Graham and Eric
Jordan, who were charged in a pattern of armed robberies in the Baltimore area in 2011.7 Police arrested Graham
during the last robbery, and while executing a search warrant in his residence recovered a pair of cell phones.8
Investigators obtained two court orders directed at Sprint/Nextel for CSLI records of the phones to try to
determine where the defendants were physically located during the times the robberies occurred.9 The initial court
order authorized 14 days’ worth of data; but the second one covered 221 days.10 In all, 29,659 location data points
were obtained for Graham, and 28,410 were obtained for Jordan.11 At trial, these records were admitted into
evidence to show that the defendants were at, or near, the sites of several of the robberies, or that they were near
each other during the string of robberies.12 The defendants were found guilty after trial.13

Legal Analysis of United States v. Graham (en banc)
As indicated above, the Fourth Circuit originally found that obtaining historical CSLI is a search within the meaning
of the Fourth Amendment, contrary to the findings in other circuits. The Government sought an en banc review.

En Banc Majority Opinion
Circuit Judge Diana Gribbon Motz wrote the
majority opinion, which concluded that the case
involved no Fourth Amendment violation Often referred to as the third-party doctrine, this
because Graham knowingly and willingly
surrendered his CSLI to a third party, and theory was the backbone of similar opinions in
therefore had no reasonable expectation of
the Third, Fifth, Sixth, and Eleventh Circuits.
privacy in it.14 Often referred to as the third-party
doctrine, this theory was the backbone of similar
opinions in the Third, Fifth, Sixth and Eleventh
Circuits.15
Two United States Supreme Court cases often associated with the third-party doctrine are United States v. Miller16
and Smith v. Maryland.17 In Miller, the Supreme Court found that bank records containing information that was
voluntarily turned over to a third party — in this case, a financial institution — could not be afforded the privileges
of Fourth Amendment protection.18 In Smith, a warrant was not required for a pen register since these kinds of
2

records consisted of information that was voluntarily turned over by the phone customer to a third-party phone
company.19
Similarly, in Graham, the defendants used their phones for calling and/or texting, and in connection with that usage
the phone company generated a record of which cell towers were used to connect those calls and/or text
messages.20 Having “exposed” CSLI to a third party in a similar manner to call detail records and bank records, the
Fourth Circuit en banc court found that the defendants assumed the risk that Sprint/Nextel would turn over this
information to government investigators.21
The majority wrote that the Fourth Amendment was not implicated because investigators did not surreptitiously
view, listen to, record, or in any other way engage in direct surveillance of defendants to obtain CSLI. 22 Instead, the
phone company, on its own, kept these records in the normal course of business. 23 Furthermore, the government
complied with the Stored Communications Act, codified in 18 U.S.C. § 2703(d), which required investigators to
demonstrate either probable cause for a warrant
or “specific and articulable facts showing that
The majority wrote that the Fourth Amendment there are reasonable grounds to believe that . . .
the records . . . are relevant and material to an
was not implicated because investigators did
ongoing criminal investigation” for a court
not… engage in direct surveillance. Instead, the order.24 The government’s tracking (or rather, lack
phone company, on its own, kept these records in of tracking) was thus distinguishable from other
United States Supreme Court cases where the
the normal course of business.
government unconstitutionally collected private
information.25
The decision then addressed some of the defendants’ arguments. The defendants first contended that cell phone
users do not voluntarily convey CSLI to phone companies.26 Instead, the CSLI data was only conveyed from the
phone company to itself.27 The majority opinion rejected this, stating that a user at a minimum knows that the
service provider is routing calls and text messages as part of the service the user pays for. 28 Furthermore, the
majority wrote that anyone who has, at any point, stepped outside to get a better signal knows that location matters
for reception.29
The decision also rejected the argument that the third-party doctrine did not apply to CSLI because cell phone
users do not actively choose to share their location information.30 The court was not persuaded, comparing CSLI
data to data that is stored by Internet provider services.31 To be sure, Internet users when sending an email
affirmatively share information such as the “To” address.32 However, there are other pieces of information, like the
computer’s IP address which is not actively shared when an email is sent, which have been routinely found to fall
outside of the scope of the Fourth Amendment.33
Finally, the majority rejected an argument by the defense that CSLI should be considered to be “content” of the
communication because CSIL provides information about a person’s movements over a long period of time. 34 The
court acknowledged the distinction between content and non-content information, but found that here the
government was not seeking warrantless communications like the words spoken or written in phone calls or
emails.35 Rather, the government was seeking information about the communication itself, that is more in line with
the information provided in mailing addresses, phone numbers and IP addresses.36
The Fourth Circuit did not ignore the complexities of analyzing Fourth Amendment violations in the digital age.
In fact, the court wondered aloud whether the Supreme Court would revisit the third-party doctrine, especially in
light of Justice Sotomayer’s concurring opinion in United States v. Jones, which suggested a potential need to

3

reconsider that precedent.37 But since the doctrine still stands, the Fourth Circuit determined that it governed the
facts in the Graham case.38

Rulings in other Circuits and Legal Significance
As the Fourth Circuit acknowledged in the Graham en banc opinion, the Third, Fifth, Sixth and Eleventh Circuits
have ruled similarly that obtaining CSLI resulted in no Fourth Amendment violation, and that government
investigators are not required to obtain warrants to retrieve CSLI data. In the Third Circuit, the court ruled in In re
United States for an Order Directing Provider of Elec. Commun. Serv. to Disclose Records to the Gov’t that a customer does not
voluntarily provide CSLI to his cellular provider in any meaningful way,39 but that CSLI could be obtained by
government investigators under a § 2703(d) order, which does not require a traditional probable cause
determination.40 The Fifth Circuit also found that § 2703(d) orders only needed to meet the “specific and articulable
facts” standard because cell phone users voluntarily conveyed information about their location to their service
providers when they made a call.41 The Sixth Circuit issued a ruling on April 13, 2016, mirroring the discussion of
the Fourth Circuit in Graham, holding that for the same reasons that a defendant can have no expectation of privacy
in telephone records, there can be no expectation of privacy in CSLI.42 Finally, the Eleventh Circuit also found
that the defendant had no reasonable expectation of privacy in CSLI in United States v. Davis.43
The First, Second, Seventh, Eighth, Ninth, Tenth and DC Circuits have not issued rulings on whether obtaining
CSLI requires a warrant, though in each of these circuits, a District Court has issued an opinion holding that no
warrant is required. In the Second and Ninth Circuits, District Courts have ruled both ways, some finding that no
warrant is required, others that obtaining CSLI does require a search warrant. In all of those Circuits – but
especially in the Second and Ninth Circuits – practitioners who wish to utilize CSLI information would be well
served to make eminently clear through their applications to Judges for orders pursuant to § 2703(d) that CSLI is
being sought. This should help protect any CSLI obtained from suppression by virtue of the good faith exception
to the exclusionary rule.44 A chart detailing the CSLI-related holdings in all circuits is attached as Appendix A to
this toolkit.

Conclusion
CSLI is only the tip of the iceberg when it comes to personal data that is now routinely being collected by third
parties. As technology advances, more and more companies and other entities are collecting personal information
about users. Online streaming provider Netflix keeps track of a user’s personal preferences for movies. The
relatively new Apple Watch has the ability to track an individual much in the same way that smartphones can.
Online retailers such as eBay and Amazon track personal shopping habits. Those are just a few examples of the
ways in which third parties are increasingly collecting information that might be useful to law enforcement, but
might also implicate an individual’s privacy concerns.
We also know that some judges have expressed
serious concerns about the amount of
information being collected that is available to law CSLI is only the tip of the iceberg when it comes
enforcement with less process than a search
to personal data that is now routinely being
warrant.
As a result, the pendulum may
collected by third parties.
eventually shift on these issues as the amount of
information and how intrusive it is perceived to
be grows. However, for now, in federal court at
4

least, law enforcement can obtain CSLI without the need for a search warrant in the Third, Fourth, Fifth, Sixth, and
Eleventh Circuits, and likely in the First, Second, Seventh, Eighth, Ninth, Tenth and DC Circuits, although
practitioners should proceed with caution – particularly in the Second and Ninth Circuits -- as described above,
given the lack of a Circuit opinion on point. Further developments in the law regarding passive data collection and
law enforcement’s access to it will be both interesting and important to watch.

Appendix: State of Law in U.S. Circuit Courts
Circuit

1st
Circuit

Warrant
Requirement

Authority

Ruling

No warrant
required
**District
Court Ruling
Only**

In re Application of
U.S. for Orders
Pursuant to Title
18, U.S. Code
Section 2703(d),
509 F.Supp.2d
76, 81 (D. Mass.
2007).

District Court reversed Magistrate Judge ruling that historical cell
site information requires a search warrant and probable cause
finding, noting that “Here the government seeks only historical
information that it hopes will reveal where a subject of interest
happened to be at a given time in the past.” The District Court
concluded that this scenario implicates no Fourth Amendment
interests.
2nd Circuit declines to resolve the question:

2nd
Circuit

Unclear
**District
Court Rulings
Only**

Compare In re
United States for
an Order
Authorizing the
Release of
Historical Cell-Site
Info., 809 F.
Supp. 2d 113
(E.D.N.Y. Aug.
22, 2011)
(warrant required
for acquisition of
cell site location
information over
an extended
period of time),
with United States
v. Serrano, 2014
U.S. Dist. LEXIS
81478 (S.D.N.Y.
Jun. 10, 2014)
(noting no
privacy interest
in cell site
location
information).

United States v. Caraballo, No. 12-3839-CR, 2016 U.S. App. Lexis
13870, 2016 WL 4073248, at *5 (2d Cir. Aug. 1, 2016).
“The District Court concluded that Caraballo lacked a subjective
expectation of privacy in his phone given the terms of Sprint’s
service agreement and noted that, in any event, such an
expectation ‘is not one society is prepared to accept as
reasonable.’ Caraballo, 963 F.Supp.2d at 363. Other Circuits have
considered the reasonableness of such expectations in cases akin
to the present one. . . . Because we conclude that exigent
circumstances justified the officers’ pinging of Caraballo’s phone,
we need not today resolve this important and complex Fourth
Amendment question.
District Court cases:
In re United States for an Order Authorizing the Release of Historical
Cell-Site Info., 809 F. Supp. 2d 113, 127 (E.D.N.Y. Aug. 22, 2011)
(warrant required for acquisition of cell site location information
over an extended period of time):
“While the government’s monitoring of our thoughts may be the
archetypical Orwellian intrusion, the government’s surveillance
of our movements over a considerable time period through new
technologies, such as the collection of cell-site-location records,
without the protections of the Fourth Amendment, puts our
country far closer to Oceania than our Constitution permits. It is
time that the courts begin to address whether revolutionary
5

changes in technology require changes to existing Fourth
Amendment doctrine. Here, the court concludes only that
existing Fourth Amendment doctrine must be interpreted so as
to afford constitutional protection to the cumulative cell-sitelocation records requested here.”
United States v. Serrano, 2014 U.S. Dist. LEXIS 81478, at *18-20
(S.D.N.Y. 2014) (noting that there is no privacy interest in cell
site location information):
“There are several, independent substantive reasons why the
defendant’s motion concerning the cell site evidence fails. First, .
. . [t]he defendant has not proffered a [required] affidavit that he
has a privacy interest in that phone or the data on that phone. . . .
In addition, there is no recognized privacy interest in information
provided to third-party vendors, see, e.g., Smith, 442 U.S. at 735-44
and Miller, 425 U.S. at 442-44, and it is uncontested that the
particular cell site information here at issue relates to data
obtained as calls were made from the subject cell phone. Thus,
the cell site information is analogous to registers of calls as to
which there is no cognizable privacy interest. See Miller, 425 U.S.
at 442-44; see also Pascual, 502 F. App’x at 80, n.6.”

3rd
Circuit

No warrant
required

In re United States
for an Order
Directing Provider
of Elec. Commun.
Serv. to Disclose
Records to the
Gov’t, 620 F.3d
304, 312-13 (3d
Cir. 2010).

“We cannot reject the hypothesis that CSLI may, under certain
circumstances, be used to approximate the past location of a
person. If it can be used to allow the inference of present, or
even future, location, in this respect CSLI may resemble a
tracking device which provides information as to the actual
whereabouts of the subject. The Knotts/Karo opinions make clear
that the privacy interests at issue are confined to the interior of
the home. There is no evidence in this record that historical
CSLI, even when focused on cell phones that are equipped with
GPS, extends to that realm. We therefore cannot accept the
[Magistrate Judge’s] conclusion that CSLI by definition should be
considered information from a tracking device that, for that
reason, requires probable cause for its production.
In sum, we hold that CSLI from cell phone calls is obtainable
under a § 2703(d) order and that such an order does not require
the traditional probable cause determination. Instead, the
standard is governed by the text of § 2703(d), i.e., ‘specific and
articulable facts showing that there are reasonable grounds to
believe that the contents of a wire or electronic communication,
or the records or other information sought, are relevant and
material to an ongoing criminal investigation.’ 18 U.S.C. §
2703(d). The [Magistrate Judge] erred in allowing her impressions
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of the general expectation of privacy of citizens to transform that
standard into anything else. We also conclude that this standard
is a lesser one than probable cause, a conclusion that, as
discussed below, is supported by the legislative history.”
“In United States v. Graham, 796 F.3d 332 (4th Cir. 2015), a panel
of this court affirmed the convictions of Defendants Aaron
Graham and Eric Jordan arising from their participation in a
series of armed robberies. The panel opinion sets out the facts of
this case in great detail. Id. at 339-43. The only facts now relevant
concern the portion of the Government’s investigation during
which it obtained historical cell-site location information (CSLI)
from Defendants’ cell phone provider. . . . A majority of the
panel held that, although the Government acted in good faith in
doing so, it had violated Defendants Fourth Amendment rights
when it obtained the CSLI without a warrant. . . . We now hold
[en banc] that the Government’s acquisition of historical CSLI
from Defendants’ cell phone provider did not violate the Fourth
Amendment.

4th
Circuit

No warrant
required

United States v.
Graham, 2016
U.S. App.
LEXIS 9797 at
*3-7 (4th Cir.
May 31, 2016).

Supreme Court precedent mandates this conclusion. For the
Court has long held that an individual enjoys no Fourth
Amendment protection ‘in information he voluntarily turns over
to [a] third part[y].’ Smith v. Maryland, 442 U.S. 735, 743-44, 99 S.
Ct. 2577, 61 L. Ed. 2d 220 (1979). This rule -- the third-party
doctrine -- applies even when ‘the information is revealed’ to a
third party, as it assertedly was here, ‘on the assumption that it
will be used only for a limited purpose and the confidence placed
in the third party will not be betrayed.’ United States v. Miller, 425
U.S. 435, 443, 96 S. Ct. 1619, 48 L. Ed. 2d 71 (1976). All of our
sister circuits to have considered the question have held, as we
do today, that the government does not violate the Fourth
Amendment when it obtains historical CSLI from a service
provider without a warrant. In addition to disregarding
precedent, Defendants’ contrary arguments misunderstand the
nature of CSLI, improperly attempt to redefine the third-party
doctrine, and blur the critical distinction between content and
non-content information.
The Supreme Court may in the future limit, or even eliminate,
the third-party doctrine. Congress may act to require a
warrant for CSLI. But without a change in controlling law, we
cannot conclude that the Government violated the Fourth
Amendment in this case.”
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5th
Circuit
No warrant
required

6th
Circuit

No warrant
required

“We understand that cell phone users may reasonably want their
location information to remain private, just as they may want
their trash, placed curbside in opaque bags, Greenwood, 486 U.S. at
40-41, or the view of their property from 400 feet above the
ground, Florida v. Riley, 488 U.S. 445, 451, 109 S. Ct. 693, 102 L.
Ed. 2d 835 (1989), to remain so. But the recourse for these
desires is in the market or the political process: in demanding
that service providers do away with such records (or anonymize
them) or in lobbying elected representatives to enact statutory
protections. The Fourth Amendment, safeguarded by the courts,
In re Application of protects only reasonable expectations of privacy.
the United States
for Historical Cell Recognizing that technology is changing rapidly, we decide only
Site Data, 724
the narrow issue before us. Section 2703(d) orders to obtain
F.3d 600, 615
historical cell site information for specified cell phones at the
(5th Cir. 2013). points at which the user places and terminates a call are not
categorically unconstitutional. We do not address orders
requesting data from all phones that use a tower during a
particular interval, orders requesting cell site information for the
recipient of a call from the cell phone specified in the order, or
orders requesting location information for the duration of the
calls or when the phone is idle (assuming the data are available
for these periods). Nor do we address situations where the
Government surreptitiously installs spyware on a target’s phone
or otherwise hijacks the phone’s GPS, with or without the
service provider’s help.”
“The defendants of course lack any property interest in cell-site
records created and maintained by their wireless carriers. More to
the point, when the government obtained those records, it did
not acquire the contents of communications. Instead, the
defendants’ cellphones signaled the nearest cell towers—thereby
giving rise to the data obtained by the government here—solely
as a means of establishing communication. Moreover, any
cellphone user who has seen her phone’s signal strength fluctuate
must know that, when she places or receives a call, her phone
United States v.
‘exposes’ its location to the nearest cell tower and thus to the
Carpenter, 819
company that operates the tower. Accord United States v. Davis, 785
F.3d 880, 886-90
F.3d 498, 511 (11th Cir. 2015) (en banc); In re Application for
(6th Cir. 2016).
Historical Cell Site Data, 724 F.3d 600, 614 (5th Cir. 2013). And
any cellphone user who has paid ‘roaming’ (i.e., out-of-network)
charges—or even cellphone — should know that wireless
carriers have ‘facilities for recording’ locational information and
that ‘the phone company does in fact record this information for
a variety of legitimate business purposes.’ U.S. v. Smith, 442 U.S.
at 743. Thus, for the same reasons that Smith had no expectation
of privacy in the numerical information at issue there, the
defendants have no such expectation in the locational
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information here. On this point, Smith is binding precedent.

7th
Circuit

No warrant
required
**District
Court Ruling
Only**

This case involves business records obtained from a third party,
which can only diminish the defendants’ expectation of privacy
in the information those records contain. See United States v.
Miller, 425 U.S. 435, 443, 96 S. Ct. 1619, 48 L. Ed. 2d 71 (1976). .
. . In sum, we hold that the government’s collection of business
records containing cell-site data was not a search under the
Fourth Amendment.”
“The court concludes that the government’s collection of cell
tower location data from the cell phone provider does not
constitute a ‘search’ under the Fourth Amendment. The
collection of the data does not involve a trespass upon an
United States v.
individual’s person or property, nor into a physical area in which
Wheeler, 2016
the person has established a reasonable expectation of privacy.
U.S. Dist. LEXIS Individuals do not have a reasonable expectation that they may
32461 at *38-39 use their cell phones to make and receive calls and yet have their
(E.D. Wis. Mar. location remain private. Because the collection of this data does
14, 2016).
not constitute a search, the government did not violate the
Fourth Amendment by obtaining the defendant’s cell tower
location data by means of a court order, rather than by obtaining
the SCA-authorized order.”
“More recently, with the advance of technology, courts have
concluded ‘that defendants have no reasonable expectation of
privacy in historical cell-site data.’ Courts analyzing this question
have concluded the third-party doctrine applied when examining
requests for historical cell-site information because the
defendants (1) voluntarily conveyed their information to the cell
phone company; and (2) the companies maintain that
information in the ordinary course of business. . . .

8th
Circuit

No warrant
required
**District
Court Ruling
Only**

United States v.
Hudson, 2016 WL
1317090, at *2-4
(D. Neb. 2016),
report and
recommendation
adopted, 2016 WL
1301116 (D.
Neb. 2016).

[In this case, the government sought, among other things,
subscriber information and] . . . cell tower information associated
with the phone number. Like historical cell-site information,
subscriber information, which includes not only a user’s name
and billing information, but also his billing records with the
phone numbers and IP addresses dialed and received, is
information shared with and collected by the user’s cell phone
carrier. The court notes some of this information has never been
protected, and this does not change simply because the phone
records arise from use of a cell phone rather than a landline. See
Smith, 442 U.S. at 745 (no reasonable expectation of privacy in
the phone numbers dialed). . . .
[B]asic telephone records and historical cell-site information are
not ‘sensitive records’ that a person may keep on a cell phone or
in a home. Cell-site information is not private information; it is
9

information gathered and documented by a third party in the
regular course of business.”
United States v. Elima, 2016 U.S. Dist. LEXIS 87588, at *9 (C.D.
Cal. June 22, 2016):

9th
Circuit

Unclear
**District
Court Rulings
Only**

Compare United
States v. Elima,
2016 U.S. Dist.
LEXIS 87588, at
*9 (C.D. Cal.
June 22, 2016)
(historical cell
site information
does not
implicate Fourth
Amendment)
with In re
Application for Tel.
Info. Needed for a
Criminal
Investigation, 119
F.Supp.3d 1011
(N.D. Cal. 2015)
(upholding
denial of a
2703(d) order for
historical cell site
information as
violative of the
Fourth
Amendment and
not subject to
the third party
doctrine
exception).

“Defendant moves to suppress the historical cell-site data the
government has collected regarding the location of his cell
phone. He argues that the government’s collection of that data
constitutes an illegal warrantless search. . . . The Ninth Circuit
has yet to reach the issue.
Defendant’s position is foreclosed by the third-party doctrine. . .
. [W]ith respect to cell-site data information, ‘there can be little
question that cell phone users “convey” [that information] to
their service providers,’ and that they do so ‘voluntarily.’ . . . And
although Defendant is correct that the Ninth Circuit has not
taken this specific issue up, it has analogously held that email and
Internet users do not have a reasonable expectation of privacy in
‘the to/from addresses of their messages or the IP addresses of
the websites they visit because they should know that this
information is provided to and used by’ third parties. U.S. v.
Forrester, 512 F.3d 500, 510 (9th Cir. 2007). The Court therefore
concludes that the government obtained Defendant’s cell-site
data lawfully.”
In re Application for Tel. Info. Needed for a Criminal Investigation, 119
F.Supp.3d 1011, 1022-35 (N.D. Cal. 2015):
“Based on the . . . U.S. Supreme Court cases, the following
principles are manifest: (1) an individual’s expectation of privacy
is at its pinnacle when government surveillance intrudes on the
home; (2) long-term electronic surveillance by the government
implicates an individual’s expectation of privacy; and (3) location
data generated by cell phones, which are ubiquitous in this day
and age, can reveal a wealth of private information about an
individual. Applying those principles to the information sought
here by the government, the Court finds that individuals have an
expectation of privacy in the historical CSLI associated with their
cell phones, and that such an expectation is one that society is
willing to recognize as reasonable. . . . Cell phone users . . . do
not ‘voluntarily convey’ their location to the cellular service
provider in the manner contemplated by Miller and Smith. This is
especially true when historical CSLI is generated just because the
cell phone is on, such as when cell phone apps are sending and
10

receiving data in the background or when the cell phone is
‘pinging’ a nearby cell tower. . . . In Miller and Smith, the
individual knew with certainty the information that was being
conveyed and the third party to which the conveyance was made.
Cell phone users, on the other hand, enjoy far less certainty with
respect to CSLI. . . .
In light of the foregoing, the Court concludes that historical
CSLI generated via continuously operating apps or automatic
pinging does not amount to a voluntary conveyance of the user’s
location twenty-four hours a day for sixty days. Such data, it is
clear, may be generated with far less intent, awareness, or
affirmative conduct on the part of the user than what was at
issue in Miller and Smith. Unlike the depositor in Miller who
affirmatively conveyed checks and deposit slips to the bank, or
the telephone user in Smith who affirmatively dialed the numbers
recorded by the pen register, a cell phone user may generate
historical CSLI simply because her phone is on and
without committing any affirmative act or knowledge that CSLI
is being generated. Smith, for example, never contemplated the
disclosure of information while the landline telephone was not
even in use.
This sort of passive generation of CSLI does not amount to a
voluntary conveyance under the third-party doctrine.”
“[T]he Tenth Circuit has not decided whether § 2703(d)’s
‘reasonable grounds’ standard is constitutional . . . [so] the Court
[here] follows the Fifth Circuit’s analysis in In re United States for
Historical Cell Site Data, 724 F.3d 600, 602 (5th Cir. 2013) . . . [and
finds that] the government’s acquisition of CSLI is not a search
under the Fourth Amendment, and thus the Fourth
Amendment’s probable cause requirement does not apply to it. . .
10th
Circuit

No warrant
required
**District
Court Ruling
Only**

United States v.
Banks, 52 F.
Supp. 3d 1201,
1204-06 (D.
Kan. 2014).

Analyzed as a business record, a ‘conveyance of location
information to the service provider nevertheless must be
voluntary in order for the cell phone owner to relinquish his
privacy interest in the data.’ Cell Site Data, 724 F.3d at 612. The
Court finds that such conveyances are in fact, voluntary. . . .
Although the defendants may prefer their location information
to remain private, the Court does not believe that defendants
reasonably could expect privacy because they voluntarily
conveyed the information to third parties who openly collected
and recorded it.”

11

“Based on the SCA and governing Supreme Court precedent, we
too conclude the government’s obtaining a § 2703(d) court order
for the production of MetroPCS’s business records did not
violate the Fourth Amendment.

11th
Circuit

No warrant
required

United States v.
Davis, 785 F.3d
498, 511-13
(11th Cir. 2015).

For starters, like the bank customer in Miller and the phone
customer in Smith, Davis can assert neither ownership nor
possession of the third-party’s business records he sought to
suppress. . . . More importantly, like the bank customer in Miller
and the phone customer in Smith, Davis has no subjective or
objective reasonable expectation of privacy in MetroPCS’s
business records showing the cell tower locations that wirelessly
connected his calls at or near the time of six of the seven
robberies. . . . As to the subjective expectation of privacy, we
agree with the Fifth Circuit that cell users know that they must
transmit signals to cell towers within range, that the cell tower
functions as the equipment that connects the calls, that users
when making or receiving calls are necessarily conveying or
exposing to their service provider their general location within
that cell tower’s range, and that cell phone companies make
records of cell-tower usage. See In re Application (Fifth Circuit), 724
F.3d at 613-14. . . . Even if Davis had a subjective expectation of
privacy, his expectation of privacy, viewed objectively, is not
justifiable or reasonable under the particular circumstances of
this case. . . . We find no reason to conclude that cell phone users
lack facts about the functions of cell towers or about telephone
providers’ recording cell tower usage. . . . The use of cell phones
is ubiquitous now and some citizens may want to stop telephone
companies from compiling cell tower location data or from
producing it to the government. Davis and amici advance
thoughtful arguments for changing the underlying and prevailing
law; but these proposals should be directed to Congress and the
state legislatures rather than to the federal courts. . . . [W]e hold
that the government’s obtaining a § 2703(d) court order for
production of MetroPCS’s business records at issue did not
constitute a search and did not violate the Fourth Amendment
rights of Davis.”
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With respect to subscriber information, “no landline customer
has a reasonable expectation of privacy in the numbers he dials. .
. . Similarly, a reasonable cellular phone customer presumably
realizes that his calls are transmitted by nearby cell-site towers,
and that cellular phone companies have access to and likely store
data regarding the cell-site towers used to place a customer’s
calls. Thus, under Smith, CSLI constitutes information
voluntarily rendered to a third-party cellular phone company, and
government collection of that data from the third-party phone
company is not a ‘search’ under the Fourth Amendment. An
individual’s decision to place a cellular phone call and thus
provide information regarding his location to the phone
company thus defeats an individual’s privacy interest in that
information.”
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