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Hackback: Permitting Retaliatory Hacking by
Non-State Actors as Proportionate
Countermeasures to Transboundary

Cyberharm

Shearman & Sterling Student Writing Prize in
Comparative and International Law,

Outstanding Note Award

Cyberespionage has received even greater attention in
the wake of reports of persistent and brazen cyberex-
ploitation of U.S. and Canadian firms by the Chinese
military. But the recent disclosures about NSA sur-
veillance programs have made clear that a national
program of cyberdefense of private firms' intellectual
property is politically infeasible. Following the lead
of companies like Google, private corporations may
increasingly resort to the use of self-defense, hacking
back against cross-border incursions on the Internet.
Most scholarship, however, has surprisingly viewed
such actions as outside the ambit of international law.
This Note provides a novel account of how interna-
tional law should govern cross-border hacks by pri-
vate actors, and especially hackbacks. It proposes
that significant harm to a state 's intellectual property
should be viewed as "transboundary cyberharm " and
can be analyzed under traditional international legal
principles, including the due diligence obligation to
prevent significant harm to another state's territorial
sovereignty. Viewing cyber espionage within this
framework, international law may presently permit
states to allow private actors to resort to self-defense
as proportionate countermeasures. By doing so, this
Note offers a prescription for how states might regu-
late private actors to prevent unnecessary harm or
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vigilantism while preserving the right of self-defense.

INTRODUCTION

We now know it as Unit 613981-the premier cyber espio-
nage entity within the Chinese People's Liberation Army. 2 In a gray,
nondescript office tower in the Pudong district outlying Shanghai,
some of the most sophisticated Chinese hackers, popularly known as
"Comment Crew," 3 have systematically stolen hundreds of terabytes
of intellectual property fiom at least 141 companies in the United
States and Canada.4

They are not alone. On January 12, 2010, Google, Inc. pub-
licly announced that another group, now identified as the Elderwood
Gang, 5 had infiltrated the company's network along with at least thir-
ty other U.S. companies. 6 The attack, nicknamed "Operation Auro-
ra, '

"
7 was traced to servers at two Chinese educational institutions.8

But Google didn't stop at tracing the source of the attack. Launching
a "secret counteroffensive," the company gained access to the source
of the attack and obtained evidence that suggested possible Chinese

1. Formally, the unit was known as the 2nd Bureau of the People's Liberation Army's
General Staff Department's 3rd Department. See David E. Sanger, David Barboza & Nicole
Perlroth, Chinese Army Unit Is Seen as Tied to Hacking Against U.S., N.Y. TIMES, Feb. 19,
2013, at Al.

2. See MANDIANT, APT 1: EXPOSING ONE OF CHINA'S CYBER ESPIONAGE UNITS, Feb.
18, 2013, 7-19 [hereinafter MANDIANT REPORT].

3. See Mark Clayton, Stealing U.S. Business Secrets: Experts ID Two Huge Cyber
'Gangs' in China, CHRISTIAN SC. MONITOR (Sept. 14, 2012), http://www.csmonitor.com/
USA/2012/0914/Stealing-US-business-secrets-Experts-ID-two-huge-cyber-gangs-in-Ch ina.
Hacking crews are commonly known by a variety of nicknames. Comment Crew is often
referred to as Comment Group, and activities attributed to the group nicknamed "Shady
Rat," may also be tied to Comment Crew. See MANDIANT REPORT, supra note 2, at 26.

4. MANDIANT REPORT, supra note 2, at 3, 9; see also Sanger, Barboza & Perlroth,
supra note 1.

5. Elderwood Gang is also known as the Beijing Group and Sneaky Panda. See
Clayton, supra note 3.

6. Riva Richmond, Flawed Security Exposes Vital Software to Hackers, N.Y. TIMES
BITS BLOG (Mar. 5, 2010, 7:04 PM), http://bits.blogs.nytimes.com/2010/03/05/flawed-secur
ity-exposes-vital-software-to-hackers/.

7. George Kurtz, Operation "Aurora" Hit Google, Others, MCAFEE BLOG CENTRAL
(Jan. 14, 2010, 3:34 PM), available at http://wirelessinnovator.com/index.php.

8. Tim Maurer, Breaking Bad, FOREIGN POLICY (Sept. 10, 2012), http://www.
foreignpolicy.com/articles/2012/09/10/breaking-bad (last visited Jan. 16, 2012).
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government involvement. 9 Matt Buchanan of the tech blog Gizmodo
crowed, "it's pretty awesome: If you hack Google, they will hack
your ass right back." 10

Google's disclosure that it had hackbacked raised eyebrows,
to be sure, but the company does not appear to be alone. Private
companies, including those listed on the Fortune 500, have increas-
ingly turned to self-help measures in response to cyber intrusions.1

A survey by CounterTack of information security executives found
nearly a third of companies surveyed would be "well-served" if they
could strike back,12 and at a 2012 Black Hat conference in Las Ve-
gas, a poll of 181 participants found that more than a third had en-
gaged in hackbacks previously, 13 with some speculating that the
numbers could be even higher. 14

Hacking, and hacking back, raises a host of international legal
questions, 15 but most scholarly attention has focused on whether

9. See David E. Sanger & John Markoff, After Google's Stand on China, U.S. Treads
Lightly, N.Y. TIMES (Jan. 15, 2010), http://www.nytimes.com/2010/01/15/world/asia/15
diplo.html; Ellen Nakashima, U.S. Plans to Issue Official Protest to China Over Attack on
Google, WASH. POST, Jan. 16, 2010, at A4.

10. Matt Buchanan, Google Hacked the Chinese Hackers Right Back, GIZMODO (Jan.
15, 2010, 10:32 AM), http://gizmodo.com/5449037/google-hacked-the-chinese-hackers-right

-back.

11. See Firewalls and Firefights, ECONOMIST (Aug. 10, 2013), http://www.economist.
com/news/business/21583251 -new-breed-internet-security-firms-are-encouraging-
companies-fight-back-against-computer [hereinafter ECONOMIST, Firewalls and Firefights];
Ruperto P. Majuca & Jay P. Kesan, Hacking Back: Optimal Use of Self-Defense in
Cyberspace 5-6 (Ill. Pub. Law & Legal Theory Papers Series, Research Papers Series No.

08-20, 2009), available at papers.ssm.com/sol3/papers.cftn?abstract id=1363932; see also
Joseph Menn, Hacked Companies Fight Back with Controversial Steps, REUTERS, June 17,
2012; James Temple, Hackers Getting Hacked by Security Firms, S.F. CHRON. (Nov. 30,
2011), http://www.sfgate.com/business/article/Hackers-getting-hacked-by-secu rity-firms-
2306472.php.

12. John Worrall, New CounterTack Study: A Cyber-readiness Reality Check,

COUNTERTACK BLOG (Aug. 13, 2012, 8:02 AM), http://www.countertack.com/blog/bid/2033
31/New-CounterTack-Study-A-Cyber-readiness-Reality-Check.

13. Brian Prince, Black Hat: Hacking Back-The Best Defense May Not be the Best

Offense, SECURITY WEEK (July 27, 2012), http://www.securityweek.com/black-hat-hacking-
back-best-defense-may-not-be-best-offense.

14. Id. (quoting nCircle CTO Tim Keanini that because companies may not "want to

admit they use retaliatory tactics," the number of companies pursuing these options could be
even higher).

15. It also raises considerable domestic legal questions. See generally Debra Wong
Yang & Brian M. Hoffstadt, Countering the Cyber-Crime Threat, 43 AM. CRIM. L. REv. 201
(2006). Hackbacks almost assuredly implicate possible violations of the Computer Fraud
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states may counter-strike under the laws of armed conflict,' 6 or as
countermeasures under general international law. 17 Scholarship has
been largely state-centric in this regard, 18 with surprisingly little writ-

and Abuse Act (CFAA), 18 U.S.C. § 1030 (prohibiting the unauthorized access of any
"protected computer" where protected computer is defined as any computer used in or
affecting interstate or foreign commerce), as well as the federal wiretap statute. That said,
the CFAA's $5,000 damage threshold may preclude liability under the CFAA for many
hackbacks, especially those that don't cause any direct damage or harm. See § 1030(a)(4).
For a lively debate on the implications of hackbacks for the CFAA, see Stewart Baker, Orin
Kerr & Eugene Volokh, The Hackback Debate, STEPTOE CYBERBLOG (Nov. 2, 2012), http://
www.steptoecyberblog.com/2012/11/02/the-hackback-debate/. Significant cross-border
hackbacks by states or non-state actors might also implicate neutrality laws. See 18 U.S.C. §
960; see also infra note 230 and accompanying text (discussing neutrality doctrine in
relation to private hackbacks).

16. See, e.g., Matthew J. Sklerov, Solving the Dilemma of State Responses to
Cyberattacks: A Justification for the Use of Active Defenses Against States Wo Neglect
Their Duty to Prevent, 201 MIL. L. REv. 1 (2009); Eric Talbot Jensen, Computer Attacks on
Critical National Infrastructure: A Use of Force Invoking the Right to Self-Defense, 38
STAN. J. INT'L L. 207 (2002); Jay P. Kesan & Carol M. Hayes, Mitigative Counterstriking:
Self-Defense and Deterrence in Cyberspace, 25 HARV. J.L. & TECH. 429, 487 (2012).

17. See generally Katharine C. Hinkle, Countermeasures in the Cyber Context: One
More Thing to Worry About, 37 YALE J. INT'L L. ONLINE 11 (2011); see also Oona A.
Hathaway, Rebecca Crootof, Philip Levitz, Haley Nix, Aileen Nowlan, William Perdue &
Julia Spiegel, The Law of Cyber-Attack, 100 CAL. L. REV. 817 (2012).

18. See, e.g., Michael N. Schmitt, Classification of Cyber Conflict, 17 J. CONFLICT &
SEC. L. 245-60 (2012); Hathaway et al., supra note 17; Michael N. Schmitt, "Attack" as a
Term of Art in International Law: The Cyber Operations Context, in PROCEEDINGS OF THE
4TH INTERNATIONAL CONFERENCE ON CYBER CONFLICT 283-93 (Christian Czosseck, Rain
Ottis & Katharina Ziolkowski eds., 2012); Michael N. Schmitt, The 'Use of Force' in
Cyberspace: A Reply to Dr. Ziolkowski, in PROCEEDINGS OF THE 4TH INTERNATIONAL
CONFERENCE ON CYBER CONFLICT 311-17 (Christian Czosseck, Rain Ottis & Katharina
Ziolkowski eds., 2012); Matthew C. Waxman, Cyber-Attacks and the Use of Force: Back to
the Future of Article 2(4), 36 YALE J. INT'L L. 421, 443 (2011); Michael N. Schmitt, Cyber
Operations and the Jus Ad Bellum Revisited, 56 VILL. L. REV. 569 (2011); Michael N.
Schmitt, Cyber Operations in the Jus in Bello: Key Issues, in INTERNATIONAL LAW AND THE

CHANGING CHARACTER OF WAR 89-110 (Raul Pedrozo & Daria Wollschlaeger eds., 2011);
Eric Talbot Jensen, Cyber Warfare and Precautions Against the Effects of Attacks, 88 TEX.
L. REV. 1533 (2010); Jeffrey Hunker, U.S. International Policy for Cybersecurity: Five
Issues that Won't Go Away, 4 J. NAT'L SECURITY L. & POL'Y 197 (2010); Michael N.
Schmitt, Cyber Operations in International Law: The Use of Force, Collective Security,
Self-Defense, and Armed Conflicts, in PROCEEDINGS OF A WORKSHOP ON DETERRING
CYBERATTACKS: INFORMING STRATEGIES AND DEVELOPING OPTIONS FOR U.S. POLICY 151-
78 (2010); David E. Graham, Cyber Threats and the Law of War, 4 J. NAT'L SEC. L. & POL'Y
87 (2010); Duncan B. Hollis, Why States Need an International Law for Information
Operations, 11 LEWIS & CLARK L. REV. 1023 (2007); Davis Brown, A Proposal for an
International Convention to Regulate the Use of Information Systems in Armed Conflict, 47
HARV. INT'L L.J. 179, 190 (2006); Vida M. Antolin-Jenkins, Defining the Parameters of

[52:275
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ten on the international legal dimensions of cyber conflict among
non-state actors, especially when that hacking does not cause physi-
cal damage. 19

This Note seeks to fill that gap, arguing that international law
does, in fact, regulate both hacking and hacking back by private ac-
tors. To make this case, this Note makes two significant analytical
moves. First, this Note argues that cross-border hacking, when caus-
ing harm to another state's intellectual property, should be viewed
through the lens of the international law of transboundary harm-
what I will call transboundary cyberharm. Drawing on this doctrine,
this Note demonstrates that states have an obligation of due diligence
to prevent significant transboundary cyberharm to another state's in-
tellectual property. Second, this Note argues that upon a state's
breach of this obligation, affected states may be entitled to recipro-
cate by neglecting their own due diligence obligation, and allowing
their victimized nationals to hackback. By understanding private

Cyberwar Operations: Looking for Law in All the Wrong Places?, 51 NAVAL L. REv. 132
(2005); COMPUTER NETWORK ATTACK AND INTERNATIONAL LAW (Michael N. Schmitt &
Brian T. O'Donnell eds., 2002); Michael N. Schmitt, Computer Network Attack and the Use
of Force in International Law: Thoughts on a Normative Framework, 37 COLUM. J.
TRANSNAT'L L. 885 (1999) [hereinafter Schmitt, Normative Framework]. In 2009, the U.S.
National Research Council, an independent organization in Washington, D.C., released a
particularly exhaustive report on the use of cyberattack methods by the United States and
foreign governments. See NAT'L RESEARCH COUNCIL, TECHNOLOGY, POLICY, LAW, AND

ETHICS REGARDING U.S. ACQUISITION AND USE OF CYBERATTACK CAPABILITIES (William A.
Owens et al. eds., 2009) [hereinafter NRC Report]. On September 18, 2012, then-State
Department Legal Adviser Harold Koh, in a speech before a conference sponsored by United
States Cyber Command (USCYBERCOM), outlined the U.S. positions on how the laws of
war may apply to cyberspace. See Harold Hongju Koh, International Law In Cyberspace,
54 HARV. INT'L L.J. ONLINE 1 (2012). Not more than a month prior to Koh's remarks,
NATO's Cooperative Cyber Defence Centre of Excellence (CCD COE) released a draft of
the so-called "Tallinn Manual," the product of a three-year project to apply the laws of war
to cyberspace. See THE TALLINN MANUAL ON THE INTERNATIONAL LAW APPLICABLE TO

CYBER WARFARE (Michael N. Schmitt et al. eds., 2013). For an analysis comparing Koh's
remarks to The Tallinn Manual, see Michael N. Schmitt, International Law in Cyberspace:
The Koh Speech and Tallinn Manual Juxtaposed, 54 HARV. INT'L L.J. 13 (2012).

19. But see Hannah Lobel, Note, Cyber War Inc.: The Law of War Implications of the
Private Sector's Role in Cyber Conflict, 47 TEX. INT'L L.J. 617 (2012) (examining possible
implications under the law of armed conflict for non-state actors). Most other scholarship
has discussed the domestic law contours of cyber self-help. See, e.g., Bruce P. Smith,
Hacking, Poaching, and Counterattacking: Digital Counterstrikes and the Contours of Self-
Help, 1 J.L. ECON. & POL'Y 171 (2005); Zach West, Note, Young Fella, If You're Looking
for Trouble I'll Accommodate You: Deputizing Private Companies for the Use of Hackback,
63 SYRACUSE L. REv. 119 (2012) (arguing for deputation of private companies under the
Computer Fraud and Abuse Act to deter cybercrime).
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proportionate countermeasures, in response to an attack or harm. 240

Retorsions are considered "unfriendly but nevertheless lawful act[s]
by the aggrieved party against the wrongdoer" 241 and are relatively
unregulated by international law. 242 Reprisals, however, are acts
"otherwise illegal, performed by a state for the purpose of obtaining
justice for an international delinquency by taking the law into its own
hands."

243

These "countermeasures," taken in response to wrongful
conduct by another state, are seen as lawful methods to enforce com-
pliance in a necessarily decentralized system. James Crawford, Spe-
cial Rapporteur for State Responsibility for the International Law
Commission (ILC), underlined this point, "[c]ountermeasures are a
feature of a decentralized system by which injured States may seek to
vindicate their rights .... " 244

240. See, e.g., Military and Paramilitary Activities in and against Nicaragua (Nicar. v.
U.S.), 1986 I.C.J. 14, 127 (June 27); Gabcikovo-Nagymaros Project (Hung. v. Slovk.), 1997
I.C.J. 7, 55-56 (Feb. 5); RESTATEMENT (THIRD) OF FOREIGN RELATIONS LAW OF THE UNITED
STATES § 905 (1987) (" . . . a state victim of a violation of an international obligation by
another state may resort to countermeasures that might otherwise be unlawful ...."); Draft
Articles on State Responsibility, supra note 152, arts. 22, 51, 53 ("The wrongfulness of an
act of a State not in conformity with an international obligation towards another State is
precluded if and to the extent that the act constitutes a countermeasure taken against the
latter State .... ").

241. ELIZABETH ZOLLER, PEACETIME UNILATERAL REMEDIES: AN ANALYSIS OF

COUNTERMEASURES 5 (1984).

242. But see John K. Setear, Responses to Breach of a Treaty and Rationalist
International Relations Theory: The Rules of Release and Remediation in the Law of
Treaties and the Law of State Responsibility, 83 VA. L. REv. 1, 75-76 (1997) (arguing that
retorsions should be subject to the limits of necessity and proportionality).

243. L.F.L. OPPENHEIM, INTERNATIONAL LAW 136 (7th ed.).

244. Draft Articles on State Responsibility, supra note 152, arts. 51, 53. In their article
on "outcasting" in domestic and international law, Oona Hathaway and Scott Shapiro
identified countermeasures as a form of "simple outcasting" and an essential feature of
international law by which states enforce international law. See generally, Hathaway &
Shapiro, supra note 235. This form of enforcement is "external" because the legal regime
itself does not impose sanctions, but instead relies on the states for enforcement. Id. at 307;
see also Anthony D'Amato, Is International Law Really "Law"?, 79 Nw. U. L. REv. 1293,
1303, 1310-13 (1984) (describing this phenomenon as "reciprocal entitlement" violations).
Outcasting differs from traditional domestic legal enforcement measures in that it frequently
does not require the use of physical force, instead relying on members of a given society
withdrawing benefits from the outcast. See Hathaway & Shapiro, supra note 235. For
example, in the European Union, the principles of direct effect and European Community
law supremacy provide a basis for private individuals to sue national governments for non-
compliance. Jonas Tallberg, Paths to Compliance: Enforcement, Management, and the
European Union, 56 INT'L ORG. 609, 621 (2002). Similarly, in disputes before the World
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B. Proportionate Countermeasures: Magnitude and Form

In its Articles on the Responsibility of States for Internation-
ally Wrongful Acts, an effort that took more than half a century to
conclude with the help of five special rapporteurs, 245 the ILC defined
countermeasures as "measures, which would otherwise be contrary
to the international obligations of an injured State vis-6-vis the re-
sponsible State" if "they were not taken by the former in response to
an internationally wrongful act by the latter in order to procure cessa-
tion and reparation. , 246 The Draft Articles places significant con-
straints on the use of countermeasures, acceptable only when a prior
wrongful act may be attributed to the aggressor state, 247 thereby like-
ly excluding countermeasures taken in response to acts by non-state
actors.248 The ILC's elements for lawful countermeasures relies

Trade Organization (WTO), the Agreement on Subsides and Countervailing Measures not
only expressly permits countermeasures if authorized by the WTO Dispute Settlement Body
(DSB), it explicitly contemplates them as the primary enforcement mechanism. Agreement
on Subsidies and Countervailing Measures, arts. 7.9, 7.10, WTO Marrakesh Agreement
Establishing the World Trade Organization, Annex IA, 1869 U.N.T.S. 14 (1999). In this
sense, "[t]he WTO has no jailhouse, no bail bondsmen, no blue helmets, no truncheons or
tear gas." Hathaway & Shapiro, supra note 35 (quoting Hippler Bello at 267). Nonetheless,
it is able to enforce its rule by relying on victim states to respond through authorized trade
sanctions. See, e.g., Decision by the Arbitrators, Brazil-Export Financing Programme for
Aircraft, Recourse to Arbitration by Brazil Under Article 4.11 of the SCM Agreement,
WT/DS46/ARB (adopted Aug. 28, 2000).

245. Daniel Bodansky, John R. Crook & David J. Bederman, Counterintuiting
Countermeasures, 96 AM. J. INT'L L. 817 (2002).

246. Rep. of the Int'l Law Comm'n, 53rd sess., Apr. 23-June 1, July 2-Aug. 10, 2001,
at 128, U.N. Doc. A/56/10. GAOR, 56th Sess. Supp. No. 10.

247. Draft Articles on Transboundary Harm, supra note 146, art. 49(1).

248. The debate over the right of self-defense against non-state actors is heated.
Though this debate was ongoing even before the attacks against the World Trade Center on
September 11, 2001, "those events sharpened its focus and gave it greater operational
urgency." Daniel Bethlehem, Self-Defense Against an Imminent or Actual Armed Attack by
Nonstate Actors, 106 AM. J. INT'L L. 770 (2012). Some scholars have argued that the
language of Article 51 only includes armed attacks by states, and thus does not provide or
recognize an inherent right of self-defense against non-state actors. See, e.g., Antonio
Cassese, The International Community's 'Legal' Response to Terrorism, 38 INT'L & COMP.
L.Q. 589, 596 (1989); Eric Myjer & Nigel White, The Twin Towers Attack: An Unlimited
Right to Self-Defense, 7 J. CONFLICT & SECURITY L. 5, 7 (2002). Others try to allow for self-
defense against non-state actors by way of attributing that conduct to a state. This has been
the apparent approach of the ICJ. See, e.g., Legal Consequences of the Construction of a
Wall in the Occupied Palestinian Territory, Advisory Opinion, 2004 I.C.J. 136, 194 (holding
that Israel could not claim self-defense because it could not attribute any of the alleged
armed attacks to a State). But see Armed Activities on the Territory of the Congo (Dem.
Rep. Congo v. Uganda), 2005 I.C.J. 168 (Dec. 19). Others are more open to the idea of
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heavily on the ICJ's opinion in the Gabjikovo-Nagymaros Project
case. 249 First, countermeasures must only be taken after advance no-
tice and an offer for negotiation, 250 though this provision is subject to
an escape valve for "urgent countermeasures" if "necessary to pre-
serve [a state's] rights." 251 Second, they must also be directed solely
at the state responsible for the prior wrongful act,2 52 used in order to
induce compliance, 253 and terminated as soon as the state begins to
comply. 254 Additionally, countermeasures cannot violate jus cogens
norms, or, at least according to the ILC, involve the use of force. 255

Finally, the countermeasures must be "commensurate" with
the wrongful act.256 The ILC thus inverted the negative formulation
used in the Air Services case, that countermeasures cannot be "clear-
ly disproportionate." 257 According to the commentary, the negative
formulation 258 could have allowed "too much latitude, in a context

allowing a right of self-defense against non-state actors, whether it may be attributed to a
state or not. See, e.g., Theresa Reinold, State Weakness, Irregular Warfare, and the Right to
Self-Defense Post-9/11, 105 AM. J. INT'L L. 244 (2011); Thomas M. Franck, Terrorism and
the Right of Self-Defense, 95 AM. J. INT'L L. 839, 840 (2001); Christopher Greenwood,
International Law and the Pre-emptive Use of Force: Afghanistan, Al-Qaida, and Iraq, 4
SAN DIEGO INT'L L.J. 7 (2003); Michael Byers, Terrorism, the Use of Force and
International Law after 11 September, 51 INT'L & COMP. L.Q. 401 (2002); Derek Jinks,
State Responsibility for the Acts of Private Armed Groups, 4 CHI. J. INT'L L. 83 (2003);
Jordan J. Paust, Use of Armed Force Against Terrorists in Afghanistan, Iraq and Beyond, 35
CORNELL INT'L L.J. 533 (2001); Greg Tracalio & John Altenburg, Terrorism, State
Responsibility and the Use of Military Force, 4 CH. J. INT'L L. 97 (2003); see also Deeks,
supra note 238 (on the right to self-defense when states are "unwilling or unable" to
suppress a threat from inside their territory).

249. See Gab~ikovo-Nagymaros Project (Hung. v. Slovk.), 1997 I.C.J. 7 (Feb. 5).

250. Draft Articles on Transboundary Harm, supra note 146, art. 52(1).

251. Id. art. 52(2).

252. Id. art. 49(1)-(2).

253. Id. art. 49(1).

254. Id. art. 53.

255. Id. art., 50(1). But see Separate Opinion of Judge Simma, Oil Platforms (Iran v.
U.S.) 2003 I.C.J. 161, 324, 332 (Nov. 6); see infra notes 270-72 and accompanying text.

256. Id. art. 51.

257. See infra notes 261-62 and accompanying text.

258. The ILC's positive formulation of the proportionality test was an apparent
departure not only from earlier cases, but also from the prior special rapporteur for state
responsibility. See Roberto Ago, Special Rapporteur, Third Report on State Responsibility,
2 Y.B. INT'L L. COMM'N, pt. 1, at 69, U.N. Doc. A/CN.4/SER.A/1971/Add.1; see also
Nicaragua. 1986 ICJ 14 at 368 (dissenting opinion of Judge Schwebel) (citing Ago's Third
Report) ("There must of course be some proportion between the wrongful infringement by
one State of the right of another State and the infringement by the latter of a right of the
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where there is concern as to the possible abuse of countermeas-
ures." 259 It is evident from these restrictions that the ILC was nerv-
ous about having too lax standards for countermeasures. 260 As James
Crawford, the articles' final special rapporteur, noted in his commen-
tary, "Concerns [about countermeasures] were expressed at various
levels. The most fundamental related to the very principle of includ-
ing countermeasures in the text, either at all or in the context of the
implementation of state responsibility." 261 But, according to some
scholars, "the primary thrust of these provisions is to superimpose
procedural values of rectitude and transparency on states' assess-
ments of countermeasure options, even while incorporating some
ambiguities that may constrain such behavior." The result is that,
"[i]ronically, the overall effect on the international legal process of
the Commission's approach may be to permit more aggressive forms
of countermeasures." 2 6 2

C. Countermeasures for Transboundary Cyberharm

As we have seen, reciprocal enforcement is, in part, a func-
tion of the decentralization of the international legal system. 263 We
have also seen that the Internet is a decentralized system,264 but that
despite this decentralization each nation can exercise considerable
control over Internet actors through regulation of end-users. 265 It's
clear that the United States feels entitled to countermeasures. 266 The

former through reprisals. In the case of conduct adopted for punitive purposes, of
specifically retributive action taken against the perpetrator of a particular wrong, it is self-
evident that the punitive action and the wrong should be commensurate with each other. But
in the case of action taken for the specific purpose of halting and repelling an armed attack,
this does not mean that the action should be more or less commensurate with the attack. Its
lawfulness cannot be measured except by its capacity for achieving the desired result.").

259. Draft Articles on State Responsibility, supra note 152, art. 51, cmt. 5.

260. Id. pt. 3, ch. 2, cmt 2 ("Like other forms of self-help, countermeasures are liable
to abuse and this potential is exacerbated by the factual inequalities between States. [The
Draft Articles] has as its aim to establish an operational system, taking into account the
exceptional character of countermeasures as a response to internationally wrongful conduct.
At the same time, it seeks to ensure, by appropriate conditions and limitations, that
countermeasures are kept within generally acceptable bounds.").

261. Id. at48.

262. Bodansky, Crook & Bederman, supra note 245, at 819.

263. See supra Part III.A-B.

264. See supra Part I.A.

265. See supra Part II.B. 1.
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question, then, is the form and the magnitude that those measures
could take. 267

Before we address that question, however, it's important to
recall the notice requirement for countermeasures. 268 This element

266. On February 20, 2013, a day after the Mandiant Report on Chinese hacking
became public, the White House released a brief (and perhaps hastily written) report entitled
the Administration Strategy on Mitigating the Theft of U.S. Trade Secrets, WHITE HOUSE,
ADMINISTRATION STRATEGY ON MITIGATING THE THEFT OF U.S. TRADE SECRETS (Feb. 2013).
The report is a scant twelve pages, with the rest an annex composed mostly of previously
published material. See Jack Goldsmith, The USG Strategy to Confront Chinese Cyber
Exploitation, and the Chinese Perspective, LAWFARE (Feb. 21, 2013, 1:17 PM),
http://www.lawfareblog.com/2013/02/the-usg-strategy-to-confront-chinese-cyber-exploitat
ion-and-the-chinese-perspective/ [hereinafter Goldsmith, Chinese Perspective]. Perhaps the
most (if the only) aggressive option was the hint of possible trade sanctions as retribution.
See Scott Murdoch, US plans response to China's Hacking, THE AUSTRALIAN (Feb. 21,
2013), http://www.theaustralian.com.au/news/world/us-plans-response-to-chinas-hacking/sto
ry-e6frg6so-1226582185654# ("The Obama administration is reportedly drawing up a
retaliatory response to the hacking that is likely to threaten trade sanctions or fines."). In
addition to trade sanctions, there are other ways in which a state could respond. The United
States could respond with a cyber attack of its own, for example, through USCYBERCOM.
The resources and capacity of USCYBERCOM are notoriously kept secret. See David
Pozen, The Leaky Leviathan: Why the Government Criminalizes, and Condones,
Unauthorized Disclosures of Information, 127 HARV. L. REV. at 82 n.454 (forthcoming
December 2013) (quoting DAVID E. SANGER, CONFRONT AND CONCEAL: OBAMA'S SECRET
WARS AND SURPRISING USE OF AMERICAN POWER 265 (2012) ("Reluctant as the White

House is to discuss drones . . . it is absolutely allergic to talking about our cyber-offense
capabilities.")). But the Stuxnet event alone shows the breadth of the capacity of the U.S.
government in cyberwarfare. See supra notes 82-83 and accompanying text. It remains to
be seen whether the USG will actually pursue any of the options it outlines in the report-
and there are skeptics. See, e.g., Goldsmith, Chinese Perspective ("Law enforcement and
educational tools are useless as a response to hackers residing in China. And unless the
diplomatic and trade law tools are ratcheted up to near-trade-war levels-which the Strategy
does not propose, and which I seriously doubt will happen-they are almost certain not to
have much of an impact on the problem of Chinese cyber exploitation, especially if, as the
USG maintains, the Chinese are reaping such huge rewards from cyber theft.").

267. A state could respond, for example, through trade sanctions. But at the outset, it is
questionable whether trade sanctions could ever be sufficient to disincentivize a state such as
China from engaging in APTs that bring great benefit to the state. See Goldsmith, Chinese
Perspective, supra note 266 (questioning the extent to which trade sanctions would
sufficiently deter China from cyber espionage). Additionally, even if such a claim were
substantively legitimate, the United States would bear the burden of proving that China was
responsible for the underlying cyber espionage. See James Headen Pfitzer & Sheila Sabune,
Burden of Proof in WTO Dispute Settlement: Contemplating Preponderance of the
Evidence, ICTSD DISPUTE SETTLEMENT & LEGAL ASPECTS OF INTERNATIONAL TRADE, Issue
Paper No. 9 at 22 (April 2009).

268. See, e.g., Draft Articles on State Responsibility, supra note 152, art. 52 (noting
that a state must make a prior demand that the offending state stop its offending conduct, as

2013]



COLUMBIA JOURNAL OF TRANSNA TIONAL LAW

can be met in two ways. First, for states systemically violating their
obligation to prevent transboundary harm, this notice has likely al-
ready been given. For example, with respect to China, the United
States has arguably already issued that notice. 269 Because the viola-
tions of international law are not the individual attacks themselves,
but rather a state's failure to exercise due diligence to prevent such
harm, once notice has been made, ongoing behavior by offending
states will justify continued countermeasures. Second, the nature of
cyber attacks is that rapid response will often be essential. In these
cases, countermeasures may be justified under the customary excep-
tion for urgency. 270

As much as a state may be well equipped to engage in one-off
cyber attacks in response to transboundary attacks, 271 the sheer scope
of transboundary cyberharm makes responses by the government
simply unrealistic. 272 In contrast to the state, however, private actors
are better positioned to respond to cyberharm. First, firms can best
determine the costs and benefits of retaliatory measures. Firms will

well as offer to negotiate).

269. Press Release, U.S. Department of State, Statement on Google Operations in
China (Jan. 12, 2010), http://www.state.gov/secretary/rm/2010/01/135105.htm ("We have
been briefed by Google on these allegations, which raise very serious concerns and
questions. We look to the Chinese government for an explanation. The ability to operate
with confidence in cyberspace is critical in a modem society and economy. [Secretary of
State Clinton] will be giving an address next week on the centrality of internet freedom in
the 21st century, and we will have further comment on this matter as the facts become
clear.").

270. See Draft Articles on State Responsibility, supra note 152, art. 52(2)
("Notwithstanding paragraph l(b) [on notice], the injured state may take such urgent
countermeasures as are necessary to preserve its rights."); see also Hinkle, supra note 17, at
18 (arguing that when applying article 52(2) to the context of cyberattacks, "the nature of
cyber-force weighs in favor of an injured state resorting rapidly, and with broad discretion,
to countermeasures. ").

271. See supra notes 82-83 and accompanying text.

272. See supra notes 55-59 on statistics of number of attacks; Stewart Baker,
Rethinking Cybersecurity, Retribution, and the Role of the Private Sectors, SKATING ON
STILTS (Sept. 18, 2012), http://www.skatingonstilts.com/skating-on-stilts/2012/09/
rethinking-cybersecurity-the-role-of-retribution-and-of-the-private-sector.html (estimating
that for many companies, fighting ongoing attacks costs up to $50,000-100,000 per week);
see also Nicole Perlroth, David E. Sanger & Michael S. Schmidt, As Hacking Against U.S.
Rises, Experts Try to Pin Down Motive, N.Y. TIMES (Mar. 3, 2013),
http://www.nytimes.com/2013/03/04/us/us-weighs-risks-and-motives-of-hacking-by-china-
or-iran.html (quoting cybersecurity experts who stated that calls to authorize the military to
defend private corporate networks are unrealistic, as "[t]he military has neither the
specialized expertise nor the capacity to do this; it needs to address only the most urgent
threats.").
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hackback if they find that alternative solutions, such as judicial rem-
edies, are ineffective, 27 3 and if the costs of hacking back 274 are less
than the benefits achieved through deterrence and successful disrup-
tion. 275 Because in the United States the vast majority of these
threats are against private industry, 276 the government is poorly posi-
tioned to make these kinds of judgments. 277 Additionally, hackbacks
will work best when responding swiftly, while the hacker is still
online.278

Second, responding through hackbacks contribute to increas-
ing the cost of hacking in the first place. For any regime governing
cross-border hacking, the goal should be raising the net-cost of perni-
cious hacking to disincentivize the practice. Responding with trade
sanctions or other state-centered responses are poor vehicles for de-
livering this disincentive. If non-state or quasi-non-state actors are
performing the hacking, countermeasures in the form of trade sanc-
tions depend on the state adequately shifting the burden of such trade
sanctions to those actors in its territory. But there is no guarantee
that a state would be willing or able to do so successfully. By con-
trast, hackbacks are by their very nature directly targeted at the
source. If done successfully, any disruption caused by the hackback

273. While there may be judicial remedies for domestic cyberharm, this Note assumes
that in the case of cross-border hacking, there are no realistic judicial remedies.

274. Such costs would presumably include not only the costs for intrusion detection and

for the actual hacking itself, whether through a contractor or in-house, but also potential
liability for damage caused to innocent third parties. See Jay P. Kesan & Ruperto P. Majuca,
Hacking Back. Optimal Use of Self-Defense in Cyberspace (Conf. on Safety and Security in
a Networked World: Balancing Cyber-Rights & Responsibilities, Sept. 8-10, 2005, Oxford
Internet Institute, Oxford, UK).

275. See generally id. (building a game-theoretic model to find socially optimal
scenarios for cyber self-defense); see also Jay P. Kesan & Carol M. Hayes, Thinking
Through Active Defense in Cyberspace, in PROCEEDINGS OF A WORKSHOP ON DETERRING

CYBERATTACKS: INFORMING STRATEGIES AND DEVELOPING OPTIONS FOR U.S. POLICY (2010);

Jay P. Kesan & Carol M. Hayes, Mitigative Counterstriking: Self-Defense and Deterrence
in Cyberspace, 25 HARV. J.L. & TECH. 429 (2012).

276. In 2011, the White House proposed legislation that would mandate cybersecurity
audits for critical national infrastructure (CNI), but the proposal failed to gain traction. See
Press Release, White House, Fact Sheet: Cybersecurity Legislative Proposal (May 12, 2011),
http://www.whitehouse.gov/the-press-office/2011/05/12/fact-sheet-cybersecurity-legislative-
proposal.

277. One could imagine an economic model to analyze optimal reciprocal hackbacks on
a global scale in a similar manner to the Bagwell-Staiger economic model for reciprocal
measures in the trade context. See Kyle Bagwell & Robert W. Staiger, An Economic Theory
of GATT, 89 AM. ECON. REV. 215 (1999).

278. See Kesan & Majuca, supra note 274.
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can raise the cost of hacking in the first place.
Third, from an international legal perspective, permitting af-

fected non-state actors to respond maintains symmetry with the al-
legedly wrongful international act.279 As we have found, a state is in
violation of international law when it fails to exercise due diligence
in preventing its territory from being used to cause significant cyber-
harm. 280 By responding with "like" behavior-that is, allowing af-
fected private actors to respond-the victim state is temporarily enti-
tled to intentionally cease its due diligence obligation to prevent.
From an international law standpoint, then, this method helps ensure
that the countermeasures used are truly reciprocal. 281

Even if we are satisfied that responding with hackbacks is ap-
propriate, there are additional worries that private responses would be
disproportionate or otherwise excessive. 282 For this reason, any ne-
glect of the duty to prevent must be sufficiently tailored to ensure
that the countermeasures remain proportionate.

From a legal perspective, there are two important worries
about permitting private parties to retaliate. First, firms may respond
excessively or otherwise disproportionately. Second, firms may re-
spond poorly and harm innocent parties. With respect to the first
concern, it is important to recognize the asymmetry of interests be-
tween the hacker and the retaliating party. The hacker either hopes to
obtain confidential information from its target, or it wishes to disrupt
or otherwise damage the target. Frequently, however, the retaliator
will not share these interests. 283 That said, the proportionality ele-

279. This is especially important in the proportionality context. See supra Part III.B.

280. See supra Part II.B.2.

281. Indeed, this accords with the Dispute Settlement Understanding's preference for
countermeasures in the same sector or agreement of the underlying violation. See supra
notes 244-45 and accompanying text. For discussion on ensuring that the measures used by
private actors are proportionate, see supra Part III.B.

282. See supra notes 256-260 (proportionality under the ILC conception); see also
supra note 249 (ICJ's approach in Gabdikovo-Nagymaros).

283. See Stewart Baker, RATS and Poison: Can Cyberespionage Victims
Counterhack?, SKATING ON STILTS (Oct. 13, 2012), http://www.skatingonstilts.com/skating-
on-stilts/2012/10/us-law-keeps-victims-from-counterhacking-intruders.html (noting that with
target counterhacking tools "trashing the attacker's system is dumb; it is far more valuable
as an intelligence tool than for any other purpose."). It is rare that a firm would ever be
incentivized to respond in a manner disproportionate to the underlying violation. To see
why, assume the proper standard for proportionality is the "equality-of-harm" standard used
by the DSB. See supra notes 244-47 and accompanying text. Recall that under this
standard, the arbitrators compare the violation to a "counterfactual" in which the violation is
not present. See Thomas Sebastian, The Law of Permissible WTO Retaliation, in THE LAW,
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ment of the countermeasures regime behooves the state to ensure that
responses are not disproportionate, and the state may have to develop
rules, laws, or best practices to ensure private actors are responding
proportionately. 284 There is also a risk that firms will fail to target
their responses appropriately. This is of particular concern when
hackers are utilizing a large number of zombie or bot computers to
carry out their hacks, some of which might be utilized by particularly
vulnerable targets, such as hospitals. 285 Each of these concerns re-
quire that a state considering tailored neglect as a countermeasure to
transboundary cyberharm must properly monitor any private actors
engaging in retaliatory hacking.

CONCLUSION

Technological hurdles, political realities, and the very nature
of the Internet make a national cyberdefense strategy unlikely to be
effective or even feasible. Absent miracle-level diplomacy, cyber es-
pionage of private firms is likely only to increase in frequency and
severity. Private corporations may increasingly rely on defensive
hackbacks to repel cross-border incursions on their networks. While
most have assumed this behavior was outside the ambit of public in-
ternational law, this Note has offered an account of how international
law can govern both hacks and hackbacks. Significant harm done to
a state's intellectual property should be viewed as "transboundary
cyberharm" and can be analyzed under traditional international legal
principles, including the due diligence obligation to prevent signifi-
cant harm to another state's territorial sovereignty, as translated to
modem realities. This framework can help us understand the respon-
sibilities and privileges of states when it comes to regulating cyber
espionage.

ECONOMICS, AND POLITICS OF RETALIATION IN WTO DISPUTE SETTLEMENT 89, 101 (Chad P.

Bown & Joost Pauwelyn eds., 2010). When applying this to your garden-variety APT
attack, any metric reveals a detriment that will likely exceed any detriment caused by the
counterhack.

284. In its recent report, the White House has already outlined the development of best
practices for defense among private industry as a priority. See WHITE HOUSE,

ADMINISTRATION STRATEGY ON MITIGATING THE THEFT OF U.S. TRADE SECRETS, supra note

266. Though the report does not mention the development of best practices for offensive
maneuvers, there is no reason this cannot be done, along with guidelines, and perhaps
sanctions, for disproportionate responses.

285. This is one of Neal Katyal's primary objections. See Katyal, supra note 108; see
also Karnow, supra note 101, at 89; see supra notes 119-21 and accompanying text.

2013]



COLUMBIA JOURNAL OF TRANSNATIONAL LAW

Jan E. Messerschmidt*

* Head Articles Editor, Columbia Journal of Transnational Law; J.D. Candidate,
Columbia Law School, 2014; B.A., New York University, 2007. The author would like to
thank Professor Matthew C. Waxman for his invaluable guidance, comments, and support
throughout the writing process. He is also thankful for input on early drafts by Professor
David Pozen and Benjamin W. Schrier. He is also deeply indebted to the entire editorial staff
of the Journal, with special thanks to Evan Ezray, Sam Levander, Ramya Ravishankar, Jack
Schinasi, and Zack Sharpe. Finally, and most importantly, he thanks his parents for their
constant and unyielding support.

[52:275


